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Notes Section:

Core elements to consider is who
has access and is it protected from
non-authorized agents?

BASIC VISUAL REPRESENTATION:
THE FLOW OF PERSONAL

HEALTH INFORMATION

Q Likely PHI is Protected

Client/Prospect
Contacts Practice

. A Likely PHIis unprotected

Those marked with and are
because the information is often
accessible by 3rd party service
providers (commonly
unauthorized agents).
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Risk Areas

Website backend security: PHI
must be encrypted and stored
properly. Often not done correctly.
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Email transmission: If PHI is shared
over unsecured email, there’s a risk
of interception.

Call recording policies: If calls are
recorded, policies must ensure PHI
is protected.
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Cloud Tools such as Google
Workspace & Microsoft 365 Risk Areas

Cloud Storage:
Cloud storage platforms require
additional setting to be turned on
before considered secure for PHI.
This information is not common
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Appendix A

An example of a standard contact form submission
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First Name

Contact Us

Personal

Phone Number Information —
Email Address (P|pEDA) mail Address

myneckhurts@gmail.com

Doe

Phone Number

613-298-*
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What Service Are You Interested In?

Personal Massage
Health
Information
(PHI)

Message:

| was in a car accident and have
stiffness in my neck and back. Do
you accept XYZ insurance?

\[;\\ e This information has been confirmed as PHI by colleges and an IPC
y representative.

e This information is then stored on the backend of websites and is
accessible by all admins/website managers, including any third-party
service providers.

e |f contact form is connected to Email marketing platforms, often the data
collected in the contact form is also stored in the email marketing
platform.

It all comes down to who has authorization to access Personal Health Information. If that’s everyone
on your team, great. If your internal or external admins/marketing/sales/IT personnel are not
considered to have authorization, it therefore means they are not considered an Agent, and should
not be capable of accessing/seeing the information in either the website or email marketing platform.
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PHIPA Compliance and Cloud Storage d

If you are using cloud storage systems such as Google Workspace or Microsoft Office 365 either:

« As a standalone tool (you have to manually drag and drop information into your systems)
« Integrated into a CMS Patient Portal like Jane App, Owl etc. where information flows back and
forth between your CMS and the cloud.

There are additional steps and settings requiring your attention to make the cloud platform secure to
handle Personal Health Information. Please review any platform you are choosing to bring into your
tech stack.



